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Abstract 

 A traditional digital analysis imply that, with stand alone forensic workstations, analyst are able 

to achieve a assortment of forensic tasks in sequence, next to limited datasets extract starting 

target artifact, and assess correspondent results. As a outcome, there is an urgent require to 

discover novel solution to get better digital examination effectiveness. To solve the concern 

outline more than, the paper describe an investigative platform for distributed forensic data 

processing, intended at taking benefit of together mobility and cloud computing capabilities. We 

integrate logs besides the  log with our proof-of-concept application. After an occurrence has 

been detected and report in a distributed environment such as the Cloud, it is complex to 

recognize locations where evidence can be collect. Our technique involved in conduct a digital 

forensic search in the  Cloud  as well exhibit how the technique nearby in this research 

minimizes terms of monitory values. An examination of cloud service usage, the efficiency of 

acquirement methods, an considerate of commercial cloud environment, an investigation of 

cloud forensic management. furthermore, we experiment on dissimilar accumulators to discover 

the best fitted accumulate or algorithm..  
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I. Introduction 

Internet occurrence and market accessibility for cheap and complicated mobile plans with 

huge storage ability have altered the landscape, ensuing in an add to of digital investigation 

difficulty and causative to the comprehensive dissemination of cybercrimes as well. Such crimes, 

on the single hand, are developing at an surprising pace, subsequent the similar dynamic as the 

expected diffusion of computer technology and communication into each day life. Whilst society 

is invent and developing, at the same time, criminals are organize a amazing flexibility in order 

to derive the most benefit from it. Digital forensics, as a effect, seems to be facing novel 

challenge which, if not taken gravely, might hurriedly render the actual forensics technique 

outmoded and even not feasible. Present trends in computing and communications technologies 

have certainly exposed rising amounts of disk storage and bandwidth obtainable to ordinary 

computer users, ensuing  

 

in considerably better forensic data, with regard to the aptitude to process them in a 

opportune manner. Performing frequent forensic tasks, such as keywords indexing and image 

thumbnail creation next to a capture image, certainly, might obtain a great deal of the obtainable 

time preceding to an search can even begin. As a ending, digital forensics practitioners, effort 

investigation by a single workplace as a period, will be very soon completely besieged by 

backlog. A probable clarification to overcome the subject outline more than is then to obtain 

bigger a novel forensic example develop ability available by cloud computing. New planning are 

surely promising, between forensic practitioners, on whether the cloud network could be take on 

or even complete to release law enforcement’s forensic responsibilities as-a-service . Being 

available on the cloud and organism independent of the device used, certainly, a lake of available 

resources such as application, process and services can be quickly deployed, scaled and 

provisioned, on insist. For this reason by cloud computing to bring on demand forensic services 

could be an efficient novel way to support digital investigation, allow cloud organization, service 

provider and customers, to start forensic capability and reducing cloud security risks. In this 

observe, the research aim at recitation the design rule of a secure forensics-as-aservice release 

platform exploit cloud computing and mobile devices capability to support live and post mortem 

investigation on the crime sight. The stage is designed to give investigators with a wealth of 

computing capability to conduct a live examination on the crime scene with the separate client 
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device. The similar device might be used to attach to the cloud platform as fine, in arrange to 

upload forensic data to the server-side for remote dispensation. Security exemplify up as a nearly 

all significant concern in cloud computing. In information, numerous threats may  dispensation 

the service or the convention amongst users and provider. Regardless of the utilize of traditional 

security defence technique, cybercrimes on cloud computing communications force forever 

happen. To appreciate forensics method to assist explores cybercrime when they do take place. 

Raise such as how to accumulate data, where and how to store metadata for every transaction, 

how to evaluate log files, how to classify attacks on cloud infrastructure. In this research to 

evaluate the problem of forensics in cloud computing and devise efficient explanation to permit 

for efficient investigation of cybercrimes in cloud compute environment. 

 

II. Related Work 

Dominik Birk in at al[1] they have focus the notion of cloud forensics by addressing the 

technical issues of forensics in all three major cloud service models and consider cross-

disciplinary aspects. Moreover, they address the usability of various sources of evidence for 

investigative purposes and propose potential solutions to the issues from a practical standpoint. 

This work should be considered as a surveying discussion of an almost unexplored research area. 

 

George Grispos in at al[2] in  this paper is two-fold. First, it provides a proof of concept that 

end-devices can be used to provide a partial view of the evidence in a cloud forensics 

investigation. This contribution focuses on tools currently available to practitioners providing a 

novel approach to practical solutions for emerging problems in the cloud. Second, it contributes 

to the documentation and evidentiary discussion of the artifacts created from specific cloud 

storage applications on iOS and Android smartphones. 

 

Georgios Pierris in at al[3] Instead we focus on another more practical problem that the 

digital forensic examiner has: files that are not in a file-system, and more of the point, files that 

are incomplete, otherwise known as broken, and how you can convert them to evidence 

following an automated, but rather computationally intensive, procedure. This directly addresses 

the problem of data mining in a cloud environment where deleted data are being overwritten 

almost immediately; hence the majority of the deleted files are broken.  
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Josiah Dykstra in at al[4] this research, they have assume that the target system of the 

forensic investigation still exists in the cloud. The elastic nature of cloud computing makes it 

possible for a criminal to commit a crime and then immediately destroy the evidence, but that 

situation is not considered here. While some cases will involve the cloud as the instrument of the 

crime, others will involve the cloud-hosted service as the target of the crime.  

 

Hong Guo, Bo Jin in at al[5] The rise of cloud computing is pushing digital forensics into a 

new horizon. Cloud computing is likely to make the acquisition and analysis of digital evidence 

more complex. Computer forensic investigations in cloud environments are likely to require 

more time and effort to undertake, due to the 

 

number of computing devices within the cloud that may need to be forensically examined. In 

addition, many existing challenges are exacerbated in the Cloud, including jurisdictional issue 

and the lack of international collaboration. Computer forensic investigations may be more 

complex when data may be stored or processed in different jurisdictions on Internet-based cloud 

computing systems. 

 

Stephen D. Wolthusen in at al[6] they have proposed review some of the challenges posed by 

the increasingly common use of h-----ighly distributed and complex systems in a number of 

environments and attempt to outline a research agenda for investigations potentially spanning 

multiple jurisdictions, large numbers of distributed systems and services, and stretching out over 

extended periods of time, noting that  despite a strong focus on core areas of computer science 

and mathematics — there is an inherent strong need for interdisciplinary work linking the 

requirements and concepts of evidence arising from the legal field to what can be feasibly 

reconstructed and inferred algorithmically or in an exploratory manner.   

 

George Sibiya in at al[7] In this paper, the authors presented digital forensic procedures on 

the basis of which digital forensics can be carried out in a network environment. The procedures 

presented follow the digital forensic processes presented in line with the draft international 

standards in. it was is one in a series of papers aimed at standardizing digital forensic procedures 
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in a cloud environment. The papers are based on RAM forensics and network forensics as both 

constitute an integral part of cloud forensics.  

 

Abha Belorkar in at al[8] traditional techniques fail to give a clear picture of the entire 

sequence of manipulation of data and processes involved. They have represent through a series 

of periodic snapshots, aims at providing a concrete and sequenced evidence of all events that 

pose threats to the security and privacy of the data and computations entrusted with the cloud. 

Moreover, its contribution to the process of digital accounting will enable the cloud to avoid 

future attacks and thus improve sustainability through smart decision making. 

 

George Grispos in at al[9] Conducting digital forensic investigations in cloud computing 

environments is an increasingly challenging and complex task. The interest in addressing cloud 

computing forensics is growing in both academia and industry. The diverse range of devices able 

to access services in a cloud environment and the attractiveness of the cloud infrastructure model 

to organizations will mean that the ability to conduct sound forensic investigations will be crucial 

in the future. 

 

Rainer Poisel in at al[10] they have  focused on existing digital forensics frameworks to show 

the lack of regulations when investigating cloud environments. Further they was described the 

investigation of cloud infrastructures from technical, legal, and organizational points of view. 

Subsequently we elucidated how to perform digital investigations using cloud infrastructures. 

Due to the massive computing power available in cloud environments there are opportunities that 

can improve the forensics acquisition and analysis process. Main contribution of this part is an 

extensive discussion on acquiring digital evidence from hypervisors with a focus on cloud 

computing.  

 

III. Proposed Methodology 

  In Support on the method converse more than, to capable exclusively identify number of users, 

their equivalent documents contact using cloud client, in a number of cased activities. The cloud 

computing by means of the agreeable  
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Present of computer as service and not a product brought a lot of hope to companies and 

business with limited compute resources problems. at present those hopes are reality appreciation 

to Cloud Computing  . though, cloud computing character do not permit a lot of of Computer 

forensic investigation practice to be finished correctly as it merely utilized selection of 

computing resources shared among numerous clients devoid of enough access to logs and system 

category .The focus of this investigate work is to exclusively recognize users by collect the 

corresponding data documents access by them on  a cloud service, pretentious that they have use 

the service  from a given machine  

 

Discovery: in this research to the propose technique to avoid challenge in identify the 

confirmation will converse. As the first suggest solution for addressing the challenge of  Access 

to evidences in logs , in PaaS cloud model, it is possible to prepare an API to extract relevant 

status data of the system, limited by the data related to the client only. In SaaS, depends on the 

interface, it might be possible to implement the feature to check the basic logs and status of the 

client’s usage. All above features should provide read-only access only and demands for specific 

log and system status manager running as a cloud service. It is notable that the domain of 

provided data should be stated in the client-CSP contract. In addition, to address the forensic 

investigation challenge described before as Data loss in volatile storage , no matter of the cost, it 

should be globalized between cloud service providers to offer persistent storage device for 

clients data which will brings the advantage of data-safety and data-recovery opportunity for 

clients, and the ease of evidence collection from a forced powered-off cloud machine. On the 

other hand, to insure the clients’ privacy of data, it should be indicated in the client-CSP’s 

contract that for instance the clients data will be triple wiped after week the contract finished. In 

addition, to insure the confidentiality of data it is possible to encrypt all users’ data, so it will not 

be readable by unauthorized person. Designing, implementing or configuring the client side 

application to log all potential evidences on the client’s machine can be a solution for the issue 

described as Client side evidence identification. The client side application which communicates 

with cloud services can be used to collect evidences as it might be a part of the crime. Built-in 

logging feature of sensitive data in client side application can help preserve potential evidences 

such as user communication logs and other sensitive data. 
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a) Compilation  

The solutions recommend here, are relate to the challenges of the collection step in common 

computer forensic investigation methodology. Regarding challenge of Making forensic image, 

with current limitations of cloud computing and digital Forensic investigation, it is not applicable 

to create a forensic copy of the storage media containing the evidence. Yet it might be possible to 

generate a track record of all clients’ activities such as all file accesses, data transmission, live 

processes and any other useful forensic record with full physical address of the accessed area. 

Later on, to generate a forensic image of specific clients all it requires is to check the track 

record of the client and then copy bit-by-bit stream of all the area the client has accessed to. 

Obviously, the applicability of this approach mostly relies on the generation of the track record 

of the client, which can be implemented by the cloud. 

 

b) Perpetuation 

To propose solution for the problem clarifies as Usefulness of evidences. Using multi-factor 

authentication methods plus cryptographic tunneling protocols such as Virtual Private Network 

(VPN) to authorize the client and guarantee the confidentiality and integrity of data can simply 

solve the challenge. Having a multifactor authentication can prevent the user to claim about 

stolen authentication credentials. In the court of law, proving that the user account was not 

compromised and malicious activities have been done by the owner is not simple if the IP or 

other identical information has been faked. 

 

c) Modernization 

To propose to solve the issue mentioned before as Data Reconstruction challenge. Using a 

specific time system on all entities of the cloud can simply address the challenge of different 

time zone as it brings the benefit of having a logical time pattern. This can be used later to 

demonstrate a time-line (temporal) analysis of a crime or even tracking multiple log records in 

different physical locations. In IaaS cloud models, the VM time is under the user’s control; so all 

the date and times used in logs and other records should be converted to the specific time system. 

 

 Recommendations:  Forensics residue a dispute in Cloud environments even though 

developments in the security feature of the Cloud. This is appropriate to the lack of morals and 
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tools that can be use in Cloud environments. This contributes to the growth of costs when a study 

has to be conduct in a Cloud environment. An effort is through in standardize a digital forensic 

development throughout the draft typical. In this research we contribute to the substantiation 

detection phase of the normal. Subsequent to an event has been detect and description in a 

allocate environment such as the Cloud, it is complicated to make out locations where 

confirmation can be gather. Crucial substantiation may lie in a remote host that is associated to 

the incident scene. Our model identify and prioritizes hosts that might enclose evidence. The 

prioritization of the hosts to be examine is based on the attempt necessitate to examine the 

remote hosts specified their closeness.  

 

When a company decides to outsource its data storage and services to an outside cloud 

provider, then its landscape grow to be a little bit simpler. The information that is nearby in the 

cloud is not limited like in documents and Electronically Stored Information. The data of a 

exacting company now is not merely stored on the servers that is own by that company, except is 

moreover stored on dissimilar servers on numerous networks, hosted across a lot of countries. 

The cloud computing in this way provides numerous advantages to the entity forensics 

investigators and furthermore to the absolute team. There are a lot of risks and difficulty 

disturbed in moving the whole applications to the cloud circumstances. This make the enterprise 

that is concerned in moving the application to cloud environment, to cautiously examine the risks 

concerned, the security infrastructure [2][3]. The activity have to near to the vendor concerned in 

data management, with legal and security necessities, based on the information or data that is 

organism stored or transacted. The endeavor has to take each step to protect the effects and too 

secure its information. There are legal department that get disturbed in this process in portion the 

attempt to secure its information. The legal requirements are absolute a part of the create contact 

with by the enterprise. The commerce in some event has to make sure that the vendor is 

gathering up with the requirements. 

 

A forensics server can be hand-me-down for a dedicated function in the company cloud. This 

devoted forensics server is located offline and can be complete obtainable whenever essential. 

This gives a commercial solution since the company does not face the logistical challenge that is 

concerned. In an enterprise, allocation of workload is complete by giving a copy of virtual 
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machines to dissimilar occurrence responders. This occur when novel sources of substantiation 

arise, and then a require for study at enterprise level occur. To diminish the confirmation 

acquisition time, when it is identified that a exacting cloud is compromise, then cloning is 

perform on that server at an illustration of click of mouse. In this way this cloned disk is 

obtainable to the forensic server for the exploration purpose. If the hardware is being inattentive 

from the datacenter, then the process of forensics exploration capacity advance obtain slowed 

down. If the system has to be deliberate down for a slight time epoch when search for data is 

going away on,  

 

Cloud compute avoid the operation disruption and service downtime. There are a number of 

cloud implementations that attempt to depiction the cryptographic checksum or hash Amazon S3 

generation and such as the MD-5 hash. These are showing at any time an object is stored. owed 

to this contact, the required to execute the MD-5 checksum using the other available external 

tools is eliminated. As the checksums are previously near, the forensics image verification time. 

The customer who uses cloud services has to merely pay as extensive as they are by means of the 

services similar to the storage and so on. Bit by bit copies are currently complete fast with the 

progression in the file systems, duplication and distribution. Due to the enlarge in the speed of 

the CPU in the cloud compute procedure, the forensics investigators can now examination a 

grow to be extremely greatly quick with the advancement in the technologies [Ba extensive 

range of passwords. This is complete possible since accessing the documents has now  

 

Figure 1: Forensics Investigation In Cloud Computing Environments 

 

By performing the Forensic inclination and synchronization of data within the cloud, the 

confront can be overcome. With correct preparation and make use of of  Identity Management 

Systems), behavior of the substantiation data of the customer, without departing into the 
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customer personnel data can be complete. In such systems, the encryption actions, Key 

management events and Intrusion Detection Systems will prevent the problem from departure 

into reality. in its place of using every one these mention procedures, standardize the Metadata 

can be dealt by means of. All the application that inhabit in the cloud have the standard API that 

supports the forensics tool mixture. A standard procedure have to be made to arrange for the 

signature metrics and File Meta Data to test the legality of the request profile. 

 

Figure 2: Proposed System Architecture 

a lot Research have to be however focused on increasing the Language independent disks, 

byte stream object dispensation Disks, IP packets , sectors etc. classification events and File 

reorganization events have to be unprepared. There should be a lot of improvement in stream 

based forensics, which can be used for analyze the hard drive with no reorganize the files on the 

disk. There should be a standard method in which a standard illustration for the email addresses, 

their names and time stamps, ought to be built-in. To speed the fractional analysis a lot research 

has to be yet focused on stochastic study and random sampling. 

 

The main confront lie in improvise the exist study characteristic . Improving the 

classification feature, their creation and analysis is also a have to. dissimilar departments in 

Forensics study have come jointly and make the frequent laws. Location and time are two most 

important forensic constraints in cloud environment [Zimmerman 2011]. Based on the location 

constraint the project was divided into two phases. In the first phase a prototype called trust 

monitoring system was deployed on the provider server. In the second phase, a number of 

freeware cloud tools were analyzed for evidence using conservative forensic apparatus at the 

client side. At the supplier side, as a insurance before cure, a forensic server which acts like a 

trust monitoring system was deploy. 
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The scheme logs and audits cloud action occasionally to give solution to the non-existent 

data in the cloud. The forensic server provide evidence of observance to vendor or court judges 

when a crime is dedicated in the cloud.  

 

IV. Conclusion 

We Security illustrate up as a most important concern in cloud computing. In fact, numerous 

threats may concession the service or the convention among users and provider. Regardless of 

the utilize of traditional security defence method, cybercrimes on cloud computing 

communications might forever happen. To understand forensics technique to assist explores 

cybercrime when they do occur. Raise such as how to accumulate data, where and how to store 

metadata for every transaction, how to evaluate log files, how to classify attacks on cloud 

infrastructure. In this research to evaluate the problem of forensics in cloud computing and 

devise efficient explanation to permit for efficient investigation of cybercrimes in cloud compute 

environment.  
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